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Free, Paid Antivirus Compared
DEPENDING ON WHOM
you ask, paying for antivirus
software is either a good
(even necessary) investment,
or a total rip-off. But you
can find plenty of reasons to
choose a free program or a
paid antivirus application.

We teamed up with securi-
ty testing company AV-Test,
to find out what you get—or

MORE ONLINE

For complete reviews and test

reports of the products we

tested for this story, go online

to find.pcworld.com/71017.

Can free antivirus software protect you? Or is a
fuLL-blown program worth paying for? We look
at the benefits—and the pitfalls—of each.

don't get—with free anti-
virus, and when it makes
sense to subscribe annually
to a fee-based program.

Four levels of antivirus
products exist: free, paid
antivirus, suites, and "pre-
mium" suites. As you move
up that ladder, you get more
features, such as identity
theft protection, firewalls,
parental controls, and sys-
tem performance tools.

Free antivirus software

usually provides a bare mini-
mum level of protection. It
will scan for malware, and
often can perform automatic
scans, too. Some free apps
may have tools such as a
browser add-on that checks
for bad links, and Comodo's
free Internet Security Premi-
um has a firewall. But such
features are usually limited
to paid products. Some free
apps offer behavioral mal-
ware detection, which finds

malware based on how it
acts on your PC—a good
way of detecting brand-new
malware outbreaks that is
standard on paid products.

Paid antivirus straddles a
middle ground between free-
bies and suites, offering more
tools (such as identity theft
protection and parental con-
trols) and more flexibility
than a free package, but
fewer features than suites.

One of the biggest draw-
backs of a free product is the
lack of technical support.
Avast does offer e-mail sup-
port for its free customers;
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most other companies pro-
vide only a knowledge base
or forum for freebie users.
Another trade-off is that free
antivirus products often have
ads for paid versions.

How about malware signa-
ture updates? The security
software companies I spoke
to say that for signature
updates they treat their free
and paid products the same,
although some under-the-
hood differences may exist
between their free and paid
versions. And one company.
Avast, says that its free
application is intended for
average users, and that its
paid antivirus software is
for more-advanced users.

Free products do give
you some flexibility.

You can augment a free
tool's basic functions with
countless security utilities.
For instance, you can start
with Avast Free Antivirus,
and add PCTools Threatfire
(which does a good job at
bolstering malware detec-
tion) and both a firewall
(many are available) and a
link-scanning utility. This
approach requires that you
do your homework, though,
and it may be more compli-
cated in the long run.

Interface
User interfaces are typically
as good (or as bad) in free
products as they are in their
paid counterparts. Avira and

Avast, for example, use
the same basic inter-
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8ITDEFENDER ANTIVIRUS PRO 2011's Advanced mode (shown)

can be intimidating, but its Basic mode is straightforward.

face for their free and paid
versions; they just include
or leave out certain features.

On the other hand. Panda
Cloud Antivirus (a free prod-
uct) has a different interface
and different internals than
the paid Panda Antivirus Pro.

Detection
Most of the free products
we tested put up identical or
nearly identical malware-
detection scores as their
paid siblings. But we did see
some subtle differences. For
example, Panda Cloud Anti-
virus and the company's for-
pay Antivirus Pro 2011 per-
formed about the same on
signature-based malware-
detection tests, but Antivi-
rus Pro did a better job in

real-world malware-detection
tests that help determine
how well a product can
block brand-new threats.

(Note: As we were going to
press. Panda released version
1.3 of Panda Cloud Antivi-
rus. The company says that
version 1.3 should improve
the application's detection
of brand-new malware, but
the release didn't come in
time for us to test. Visit find,
pcworld.com/71018 for updates.)

Among the products we
tested, paid antivirus apps
were a bit better at detecting
malware than their freebie
counterparts. In removing
malware infections, results
again were close, with a slight
advantage for paid antivirus.

Paid applications did a »
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slightly better job overall at
removing the active compo-
nents of an infection, with a
74 percent success rate on
average. The same held true
for removing all active and
inactive components: Paid
products achieved a 44 per-
cent removal rate, while free
products averaged a full-
removal rate of 34 percent.

Speed
Although you lose some
effectiveness against mal-
ware with free antivirus, you
gain a little speed. The free
products we looked at were
faster on average than the
paid applications in 9 of our
12 speed tests. Again, the
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ALTHOUGH AVAST PRO Antivirus 5 closely resembles its free

counterpart, the paid software has more features packed in.

difference was slight—the
largest speed difference was
around 10 percent. Both
free and paid antivirus tools

lengthened system startup
times: A test PC with no
antivirus software booted
up in 40.1 seconds on aver-

age. With free antivirus in-
stalled, the test system start-
ed up in 44.1 seconds on
average; with paid antivirus,
startup times increased to
46 seconds. We consider the
difference slight enough to
be statistically insignificant.

But scan speeds were a
mixed bag. In our on-
demand scan tests, paid
antivirus programs edged
out the freebies, scanning
4.5GB worth of files in an
average of 2 minutes, 25 sec-
onds. Freebies completed
the same test in 2 minutes,
44 seconds, on average.

Free and paid products
were nearly neck-and-neck
in on-access scan tests, »

PC WORLD TOP PAID ANTIVIRUS PRODUCTS

Blocking of
real-world

Norton

1
SUPERIOR

38.7% 96.0%

spyware detection

Blocking of
real-world
malware:
partially
blocked
attacks

0.0%

Infection cleanup

find.pcworld.com/71019

• Norton Antivirus 2011 is a reasonably comprehensive package tiiat provides solid all-around malware detection and cleanup along with a well-designed interface.

Blocking of
real-world
malware:
missed
attacks

4.0%

Successful
cleanup of

active
malware

components'

80.0%

Successful
cleanup of
active and
inactive
malware

components'

60.0% Very Good

BitDefender

Antivirus Pro 2011

$40 for 1 year/3 PCs SUPERIOR
97.5% 68.0%

find.pcworld com/71020

• BitDefender Antivirus Pro 2011 did a good job at detecting and removing malware, but its slow scan speed and its effect on PC performance bold it back.

20.0% 12.0% 80.0% 70.0% Superior

• • • • *
VERY GOOD

94.8% 80.0% 4.0% 16.0% 70.0% 30.0%

Avast Pro

3 Ant iv i rus 5

^ $40 for 1 year/1 PC

find,pcworld.com/71021

• in the middle of this pack, tbe easy-to-use Avast Pro Antivirus 5 scans for malware quickly and provides decent-though not top-notch-malware detection.

Good

• • • • •'
VERYGOOD

99.4% 84.0% 4.0% 12.0% 80.0% 60.0%

G-Data

, Ant iVi rus 2011

^ $30 for 1 year/1 PC

find.pcworld.com/71022

> Overall, G-Oata AntiVirus 2011 put up strong detection and disinfection scores in our tests; it is relatively light on extra features but also costs a bit less.

Fair

Kaspersky

Ant i -Virus 2011

$40 for 1 year/1 PC

find.pcworld.com/71023

• * • •
VERY GOOD

53.7% 100.0% 90.0% 100.0% 50.0%

• Kaspersky Anti-Virus 2011 is easy to use and stops attacks well; bowever. tbe program drags down a computer's performance more than we would like to see.

CHART NOTE: Prices are as of 11/3/10. 'Cleanup of active malware files. Does not include removal of Registry changes or inert files, 'Test conducted at default settings.

Good
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which show how quickly the
software can scan files for
malware when you open or
save them. Using the same
4.5GB of files, free products
did the test in an average of
4 minutes, 50 seconds. Paid
apps took 8 seconds longer.

Top Picks
Since the two classes are so
similar in speed and effective-
ness, the two biggest factors
in your choice should be fea-
tures and customer support.
Expect better support and
more-comprehensive securi-
ty features with a paid appli-
cation. But if you can forgo
those, consider going free.

Which free and paid antivi-

rus products are the best?
Avast Free Antivirus comes

out tops among free prod-
ucts thanks to its all-around

strong malware-detection
scores, good design, and low
system drag. Avira AntiVir
Personal takes second place:

It put up solid malware-
detection scores, but its
interface is kludgy.

Norton Antivirus leads the
paid-software pack owing to
its excellent malware detec-
tion, very good interface
design, and comprehensive
feature set that includes file-
reputation analysis, a cloud-
based scanner (which can
help identify new malware
more quickly), and system
performance analysis tools.
BitDefender Antivirus Pro
2011 is a close second thanks
to strong malware detection;
but slow scan speeds and
some interface issues pre-
vented it from taking first.

—NickMediati

PC WORLD TOP FREE ANTIVIRUS PRODUCTS

Antivirus detection

Blacking of
real-world

Infection cleanup

1 Avast Free Antivirus

SUPERIOR
94.8% 7B.0%

find.pcworld.com/71024

Avast Free Antivirus takes the top spot among no-cost virus fighters thanks to its solid malware blocking, pleasant interface, and good speed.

Successful
cleanup of

active
malware

components'

80.0%

Successful
cleanup of
active and
inactive
malware

components'

30.0%

Scan speed Scan speed
on-demand^ on-access^i^
in seconds' seconds'

90 220 Very Good

Avira AntiVir Personal

find.pcworld.com/71025
• • • • '

VERYGOOD
99.0% 80.0% 70.0% 30.0% 87 247

• Although Avira AntiVir Personal does an excellent job at blocking and detecting malware, its interface needs a makeover.

Good

Microsoft Security

3 Essentials

find.pcworld.com/71O26
• • • •

VERYGOOD
92.7% 64.0% 70.0% 50.0% 126

' Microsoft Security Essentials wins points for a nice interface; its malware detection and blocking test results lower its score.

Very Good

Panda Cloud Antivirus

4 1.01'

find.pcworld.com/71018
• • • • *

VERY GOOD

99.8% 68.0% 60.0% 50.0% 204 341

•Panda Cloud Antivirus is an easy-to-use free program: its scanning speeds, however, are significantly slower than average.

Very Good

Cómodo internet

5 Security Premium

find.pcwortd.com/71027 VERYGOOD

92.4% 96.0% 60.0% 10.0% 129 304 Very Good

• Cómodo Internet Security performed well in blocking real-world malware attacks, but its signature-based detection lagged.

FOOTNOTES: 'Cleanup of active malware files. Does not include removal of Registry changes or inert files. 'Test conducted at default settings. 'Time to scan 4500MB of data; lower is better. 'As
we were going to press. Panda released an update to Cloud Antivirus that the company claims improves its threat-blocking performance.
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