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Continuous Quality Monitoring through 
Analytics and Cloud Computing

Quality

In this article…

Examine the pros and cons of cloud computing and 
see how, if implemented properly and securely, it 
could speed up the pace of identifying and resolving 
safety concerns.

As our nation’s health care system continues to evolve, 
there has been an increasing emphasis on improving patient 
safety and the efficiency of our care delivery system. With 
national health care mandates coming, the health system 
is moving toward outcome-based medicine and reimburse-
ments. Pay for performance is currently here and will  
continue to evolve in the near future.1,2 

In order to better meet these new standards and qual-
ity measures, it is critical to find mechanisms that will flag 
problems in real time and ultimately allow for an interven-
tion to alter the course of whatever issue may be surfacing 
at the moment. 

The advent of health care analytics3 has provided many 
new and useful tools that can be used to enhance qual-
ity monitoring systems. Health care analytics are various 
computer-based tools that make extensive use of data, sta-
tistical and qualitative analysis, as well as explanatory and 
predictive modeling in order to take patient health informa-
tion and use it to optimize medical decision making. The 
expansion of health care analytics has impacted the ability 
of health systems to more rapidly identify and correct areas 
of deficiency.4 

Traditional quality monitoring is labor-and time-inten-
sive. Most facilities have quality monitoring systems that 
report and analyze data retrospectively, requiring individuals 
to tediously sift through mountains of paperwork and scruti-
nize often illegible and disorganized medical records. 

Because of the magnitude of the process, there are  
typically long delays in the production of the report that 

are associated with significant labor costs. These challenges 
further lead to concessions such as limiting sample sizes in 
an effort to make the analysis more economically feasible. 

Time lapse
The often significant time gap between the occurrence 

of an incident and its subsequent reporting may have a 
direct impact on the quality of care that a patient receives. 

For example, if a problem is reported three months 
after it occurred, a subsequent intervention would require 
another three-month interval to access its efficacy. If mul-
tiple interventions are required, the time to fix the problem 
may extend from nine to 12 months.

One can easily see how the time interval to a resolution 
may compound quickly, especially if further modifications are 
required. In order to improve upon this, an ideal system would: 

• Provide real-time data collection and reporting  
(continuous quality monitoring)

• Be easily accessed and secure

• Be economical and proven 

This leads to the real and pertinent question: How can 
this be done, without entirely upgrading our computer soft-
ware and applications or investing significant amounts of 
money?

One possible solution is through cloud computing.5  
Cloud computing is essentially an Internet-based system 
where files, data and applications can be shared by any 
authorized user with Web access. 

With a cloud-based health care application, data are 
entered online with what can be as simple as a point-and-
click questionnaire. These entries can be done via any 
device that has Web access (smart phone, laptop, mobile 
device, etc). What is entered can be instantaneously inte-
grated into a health care analytic system, and real-time 
reports can be generated. 
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negotiating a better contract with the 
insurance company.8  

 One day in the near future, 
every hospital with a secure Internet 
connection could potentially use 
compatible cloud-based applications 
and share medical data and results 
globally among health care providers.

Cloud computing and health 
care analytics can be effectively used 
on a smaller departmental scale. For 
example, California’s Riverside County 
Regional Medical Center (RCRMC) 
department of anesthesia is using an 
internal continuous quality improve-
ment measurement system via Google 
Docs (forms application). 

Reportedly it is planning to start a 
similar monitoring program for dia-
betic and hypertensive patients as 
well.7  

In addition to improving the 
health of one’s patients, these types of 
tools and technologies also can be used 
to reduce the cost of health care deliv-
ery. An example of an existing system 
that uses real-time data collection and 
is able to compare results with more 
than 500 facilities sharing the same 
system is the GE Centricity EMR. 

One particular customer was able 
to use the data from the Centricity 
EMR to improve the level of care at his 
facility and subsequently succeeded in 

These reports can be easily 
accessed by authorized users and may 
be viewed by anyone with Web access 
anywhere in the world. With cloud 
computing, it would be possible for 
different hospitals to share the same 
quality improvement applications, 
update data in real time and get imme-
diate results. These results could then 
be quickly evaluated and compared to 
allow for more rapid interventions and 
subsequent improvements in the qual-
ity of health care. 

Telemonitoring
Continuous quality monitoring 

already has been used to improve the 
quality of care delivered to patients. 
Geisinger Health Plan in central 
Pennsylvania used a telemonitoring 
tool with great success as it was able 
to reduce its congestive heart fail-
ure readmission rate by 44 percent.6  

With cloud computing, it would be possible for different hospitals to share the same 
quality improvement applications, update data in realtime and get immediate results. 
These results could then be quickly evaluated and compared to allow for more rapid 
interventions and subsequent improvements in the quality of health care. 
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us create better continuous quality 
monitoring systems, which will  
ultimately be the guiding hand 
behind the scenes leading toward a 
safer and more productive health care 
system.
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Whenever one chooses to use a public 
platform he must assume that all of 
the data may be used for market-
ing or other purposes and should be 
scrubbed of important identifying 
information. Our recommendation 
is that all use of Internet-based sys-
tems be done in consultation with an 
institution’s compliance officer and 
Internet security team. 

Unfortunately, security breaches 
can reach beyond the local level. For 
example, in Jinan, China, in 2011, a 
number of G-Mail passwords were 
stolen, and hundreds of U.S. govern-
ment accounts were hacked.10  

For the record, Google reported 
this was actually due to e-mail phish-
ing scams rather than online secu-
rity.11 Phishing scams are e-mails 
sent out to individuals that try to get 
the individual to reveal confidential 
information such as passwords, etc. 
However, phishing scams are only 
one of many potential threats to all 
computer systems, not just cloud-
based computing, and highlights the 
importance of having ongoing com-
puter security systems in place. 

Unfortunately, protected health 
information (PHI) has been compro-
mised in the past, thus, it is essential 
to maintain PHI security for all cloud-
based health information systems.  

Cloud computing and health 
care analytics are relatively new and 
powerful tools we can use as health 
care providers to look introspectively, 
collect data, and evaluate our perfor-
mance as we strive to meet new qual-
ity measures and quality improve-
ment guidelines in real time.

Although one may be skeptical of 
cloud computing as just a new fad or 
trend, it has been projected that cloud 
computing in health care will become 
a $5.4 billion industry by 2017.12 

With these new technologies, 
health care will be able to evolve and 
improve at a more rapid rate than 
ever before. The use of cloud comput-
ing and health care analytics will help 

At RCRMC the information flow 
begins with the anesthesia provider 
and the Post Anesthesia Care Unit 
nurse entering information about the 
care and movement of the patient 
throughout the system. The quality 
measures involve efficiency measures 
(e.g. anesthesia turnaround times), 
complications (e.g. post-operative 
vomiting) and compliance with 
industry standards. 

The data entry is in the form 
of an easy point-and-click question-
naire using the Google Docs platform. 
The data that are entered into the 
questionnaire instantly populate a 
spreadsheet allowing for easy report 
generation. This can then be compiled 
instantaneously to generate weekly, 
or even daily analytic report cards for 
each anesthesia provider to show areas 
of proficiency and deficiency. 

The advantages of using a plat-
form such a Google Docs is that it 
is free to users, allows for easy data 
entry and has a nearly up-to-the-min-
ute reporting capability. When these 
reports were rolled out there was 
some skepticism among physicians 
and a fear of untoward consequences. 

As the department became more 
accustomed to the reports with 
an understanding that the results 
were for improving patient care and 
not punitive, there has been a shift 
toward wide-scale acceptance among 
anesthesia providers. It has allowed 
a more quantifiable way to practice 
evidence-based medicine on a spe-
cific local population. 

Security
The primary disadvantage to 

using cloud-based computing systems 
stems from the fact that virtually 
anyone with Internet access has the 
potential for accessing data, making 
information security a necessity.9  

This is of particular importance 
with public platforms such as Google 
Docs, although it is a potential risk 
with any type of Web-based platform.  
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